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UltraDNS can provide event notifications via push notifications, also called webhooks. This allows
us to integrate into several event-management platforms, including Splunk. This guide will walk
you through configuring Splunk to receive change and event notifications from UltraDNS.

For Splunk to receive notifications from UltraDNS, you need to configure the Splunk Enterprise
HTTP Event Collector (HEC) in your Splunk instance. The steps to configure HEC can be found in
the Splunk Enterprise documentation.

Splunk Configuration

1. From the Splunk Web Interface, click on Settings, and then select Data Inputs.

Administrator ¥ Messages ¥ Settings * Activity v Help » Find
— KNOWLEDGE DATA
; Searches, reports, and alerts
—@ Data models Forwarding and receiving
Event types Indexes
e 2 Tags Virtual indexes
Fields
—roee Lookups DISTRIBUTED ENVIRONMENT
=e=N User interface Indexer clustering
- : Alert actions Forwarder management
Advanced search Data Fabric
Explore Data All configurations Federated search
Distributed search
SYSTEM
?H Server settings USERS AND AUTHENTICATION
Server controls Roles
Monitoring
P—— Health report manager Users
RapidDiag Tokens
Instrumentation Password Management
Licensing Authentication Methods

Workload management

Figure 1 Splunk Webhook Configuration - Splunk Settings
2. Click +Add New for the HTTP Event Collector.
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Data inputs

Set up data Inputs from files and directories, network ports, and scripted INputs. If you want 1o set up forwarding and receiving between two Spiunk Instances, go to Forwarding and receiving,

Local inputs
Type Inputs Actions
Files & Directories ” + Add rew

Index a local fle or monitor an entire directory.

Recalve data over HTTP or HTTPS,

Tcp 0 + Aaa rew
Listen on a TCP port for incoming data, e.g. sysiog

Figure 2 Splunk Webhook Configuration - Data Input

3. Provide a Name for the collector and complete the additional required fields. Click Next at the top of the
screen when finished.
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Figure 3 Splunk Webhook Configuration - HTTP Event Collector

4. Select the Input Settings and choose the Indexes where the HEC event can be searched.
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Add Data ot

Select Scurce Input Setengs Reew

Input Settings

Optionally set additional Input parameters for this data Input as folows

Source type
The source type is one of the cefaut fields that the Splunk
platform assigns to all incoming cata. it tels the Sphunk platform Automatic  Select

what kind of data you've got, so that the Splunk platform con
format the data intelligently during indexong. And it's 3 way to
categorize your data, 5o that you can search it easiy.

Index

The Spiunk platform stores Incoming data 0s events in the
selected index. Consider using 2 *sandbox” Index as a
destination If you have problems determining a source type for
your data. A sandbox Index lets you troubleshoot your
configuration without Impacting production Indexes. You can
always change this setting lotec. Learn More 12
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Figure 4 Splunk Webhook Configuration - Input Settings
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5. Click Review at the top of the page. Once you have reviewed your configuration settings, click Submit.

sphunk - A - 2
oo —e
Add Data Ho
SelectScurce  InputSetngs  Review

Review

Input Type Token

Name WAFnotifications.

Source name override NA
NA

xor acknowledg No

NA

Default index history

Source Type Automatic

App Context launcher

Figure 5 Splunk Webhook Configuration - Review Setup

6. Copy the Token Value that has been created, as you will need it to authenticate your webhook

notifications.

- string authorization.

The Splunk administrator may need to set the Splunk configuration to allow query
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Add Data ‘—’—’—9‘ S SO

v/ Token has been created successfully.

Configure your inputs by going to Settings > Data Inputs

Token Value

m Search your data now or see examples and tutorials. (2

Add More Data Add more data Inputs now or see examples and tutorials. (2
Download Apps Apps help you do more with your data. Learn more, 2
Build Dashboards Visuslize your searches. Learn more, 12

Figure 6 Splunk Webhook Configuration - Token Value

You can test your Splunk HEC using the following curl command by substituting in the FQDN of
your Splunk server and your (copied) HEC Authorization Token.

curl -k https://hec.example.com:8088/services/collector/raw?token=

B5A79AAD-D822-46CC-80D1-819F80D7BFRBO \
-d '{"event": "hello world"}'

Please note that you can also filter for these events using the sourcetype, source, and host
parameters in a search from the Splunk Dashboard.

New Search

Figure 7 Splunk Webhook Configuration - Test Connection
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UltraDNS Managed Services Portal Configuration
Configure Realtime Push Notifications in UltraDNS by using the

NOTE: Administrative user privileges are required to configure the Realtime Push Notifications on
the UltraDNS portal.

1. Once you are logged into the portal, navigate to Accounts on the left-hand navigation menu.
2. Select the Account Name.

3. Select Notification Settings from the list of available features.

Accounts /A ts / teamrest

AccountInfo Users Groups SAML Exceptions TTL Settings  Directional Groups  Zone Transfer Settings

Service Notifications Query Volume Notifications Zone Transfer Notifications

Send a notification when an incident impacts the UltraDNS or when Send an email notification when query volume for your account Send an email notification when a certain number of Zone Transfer
maintenance is planned. exceeds configured percentage of contract levels. requests are initiated.

22 of 500 Subscribed Email Addresses Enable Query Volume Notifications Email Enable Zone Transfer Notifications Email

Disabled Disabled ()| ) Enabled

2 Subscribed Email Addresses 2 Subscribed Email Addresses

.com s.s@gmailc.pm

test@gmail.com

Threshold Threshold

9% a | woo a |

Realtime Push Notifications

Add/Remove/Test Realtime Push Notification Endpoints.

Name Endpoint URL Enabled

No records found.

® IP Addresses To Whitelist

Figure 8 UltraDNS Portal- Add Realtime Push Notification

4. In the Realtime Push Notifications section, click the Add button to configure a new endpoint.
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Add Telemetry Webhook

Webhook Name

‘ Webhook3

End Point URL

| https://endpoint3.example.com ’

Test Connection Configure Channels >>

Response: 200 OK Connection Test: Succ

Figure 9 UltraDNS Portal - Configure Webhook
5. Create a Webhook Name, and then enter the Endpoint URL.
a) The Endpoint URL must begin with https.

The Endpoint URL will be a combination of the URL that was configured from the
Splunk HEC setup steps, and the Splunk authorization token added to the URL as a
parameter. For example:

hec.example.com:8088/services/collector/raw?token=B5A79AAD-
D822-46CC-80D1-819F80D7BFBO

6. Click the Test Connection button. You need to have a successful connection test before proceeding to
the channel configuration.

7. Click Configure Channels once your Connection Test displays Success.

8. Select the Channels and Events you want to receive notifications for from the list of available options.
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Configure Channels and Events

v [] All Events
v [[] Zone Events
[] Failover Events
[C] DNSSEC Events
v [[] Zone Transfer Events
[ Successful Zone Transfer
[] Failed Zone Transfer
v [[] Authentication Events
[J Successful Logins
[] Failed Logins
v [] All Changes
[[] Domain Changes Sample
[ Record Changes Sample

Review >>

Figure 10 UltraDNS Portal - Configure Channels and Events
9. Review and Save your webhook configuration.

10. Make sure your new configuration is set to Enabled to begin receiving notifications.

The UltraDNS service is now configured to send notifications to your Splunk system. At any time,
you can test the connection or turn the notifications off through the UltraDNS Portal interface.
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