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UltraDNS Webhook Configuration Guide

AWS API Gateway and Lambda functions to handle
UltraDNS Push Notifications

When UltraDNS calls webhook endpoints with a notification it may be desirable to re-format the
message or process the message into other systems. A very simple way to achieve this notification
proxy is to use AWS. Setting up an AWS API Gateway to forward the notifications to a Lambda
function gives the ability to handle the notifications in a way that better suits the payload
requirements of the ultimate destination.

The following process uses the AWS console to build a handler for UltraDNS webhook calls.

Setup Webhooks with an AWS Lambda Function and APIl Gateway

1. Create the Lambda function.

a)
b)

Select the Author from scratch option.

Provide a Function Name that will help you remember the purpose of the function.
l. For example: "ultradns-webhook’

Select the Runtime option.

l. Use the latest supported python version. In the following example, we are using
Python 3.10.

Select the (instruction set) Architecture value.
. x86_64 is recommended.
Advanced Settings configuration:

I Enable Tags - This is not required, but it will come in handy for your infosec and
administrative watchers.

Create function
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Create function e

AWS Serverless Application Repository applications have moved to Create application.

Start with a simple Hello World example. Build a Lambda application from sample code and configuration pres

cases.

© Author from scratch ’ ‘ () Use a blueprint

Basic information

Function name
Enter a name that describes the purpose of your function.

| myFunctionName

Use only letters, numbers, hyphens, or underscores with no spaces.

Runtime Info
Choose the language to use to write your function. Note that the console code editor supports only Node.js, Python, and Ruby.

| Python 3.10

Architecture Info
Choose the instruction set architecture you want for your function code.

O x86_64

O armé4

Figure 1 Lambda - Create Function Configuration
g) Write the code

I.  Anexample is provided in github to parse, format, and send notifications to Slack
endpoint.

https://github.com/ultradns/samples/blob/master/webhook/lambda-slack.py
2. Create the API Gateway

a) Select the REST API option - AWS allows you to configure Source IP access controls for REST API
gateways. General HTTP gateways do not have this feature.

b) From the Choose the Protocol section, select REST.
¢) Inthe Create New API section, select New API.
d) Settings Configuration

i. Provide the APl Name. (i.e., ‘ultradns’)

ii. From the Set Endpoint dropdown menu, select Regional.
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Choose the protocol
Select whether you would like to create a REST API or a WebSocket API.

@®REST O WebSocket

Create new API
In Amazon API Gateway, a REST API refers to a collection of resources and methods that can be invoked through HTTPS endpoints.

@ New APl O Clone from existing API O Import from Swagger or Open API3 O Example API

Settings

Choose a friendly name and description for your API.

APl name* My API
Description
Endpoint Type Regional v 0

Figure 2 Lambda - REST API Gateway Configuration

3. Once the gateway is created you will need to create a resource.

a) Select your new APl gateway that will be configured.

(=)

) Click on Resources.

g

) Select Actions and then Create Method.

d) Choose POST.

e) Set the Integration Type to Lambda Function.

f) Select the Lambda Region.

[.  This is the same AWS region where the lambda function was created.

g) Set the Lambda Function to the same name you provided in the initial Lambda setup (Create the
Lambda function.).

l.  Inour example, it was ‘ultradns-webhook'.

h) Configure a Resource Policy to restrict who can call this API. Set the Allow List to include the IP
addresses given in the UltraDNS documentation for Realtime Push Notifications.

I.  The Resource Policy can be left “wide” open during development, and then configured
afterwards for greater restrictions as necessary.
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": "*",
"Action": "execute-api:Invoke",
"Resource": "arn:aws:execute-api:us-east-
1 XXXXXXXXXX : XXXXXXX/*",
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"52.87.134.132",
"52.201.155.120",
"52.201.103.62",
"52.201.155.234",
"52.10.123.90",
"52.10.63.3",
"52.39.68.132",
"52.214.64.69"

4. Deploy the API
a) Under the Select Stages option, select Create.
b) Provide a deployment stage name.
I For example, we used ‘webhook'.

[I.  Copy the Invoke URL as this will need to be added to the UltraDNS Managed Services
Portal configuration.

Stages 2= webhook Stage Editor

Invoke URL: htps /26131y 24s execute-api us-east-1 avazonaws com/webhook

Settings  Loga/Tracing Stage Variables  SOK Generation  Export  Deployment History  Documentation History  Canary

Figure 3 Lambda - Webhook Stage Editor

c) Select Resources, then Actions, and then Deploy API.
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UltraDNS Managed Services Portal Configuration

Configure real-time push notifications in UltraDNS using the

NOTE: Administrative user privileges are required to configure the Realtime Push Notifications on
the UltraDNS portal.

1.
2.

Once you are logged into the portal, navigate to Accounts on the left-hand navigation menu.
Select the Account Name.

Select Notification Settings from the list of available features.

Accounts / Accounts / teamrest

AccountInfo Users Groups SAML Exceptions TTL Settings  Directional Groups  Zone Transfer Settings

Service Notifications Query Volume Notifications Zone Transfer Notifications

Send a notification when an incident impacts the UltraDNS or when Send an email notification when query volume for your account Send an email notification when a certain number of Zone Transfer
maintenance is planned. exceeds configured percentage of contract levels. requests are initiated.

22 of 500 Subscribed Email Addresses Enable Query Volume Notifications Email Enable Zone Transfer Notifications Email

Disabled Disabled () ) Enabled

2 Subscribed Email Addresses 2 Subscribed Email Addresses

.com s.s@gmailc.pm
test@gmail.com

Threshold Threshold

90 B 100

Realtime Push Notifications

Add/Remove/Test Realtime Push Notification Endpoints.

Name Endpoint URL Enabled

No records found

® IP Addresses To Whitelist

Figure 4 UltraDNS Portal- Add Realtime Push Notification

In the Realtime Push Notifications section, click the Add button to configure a new endpoint.
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Add Telemetry Webhook

Webhook Name

’ Webhook3

End Point URL

| https://endpoint3.example.com ’

Test Connection Configure Channels >>

Response: 200 OK Connection Test: Suc

Figure 5 UltraDNS Portal - Configure Webhook
5. Create a Webhook Name, and then enter the Endpoint URL.
a) The Endpoint URL must begin with https.

The Endpoint URL will be the Invoke URL from the configuration of the API Gateway
configured above. For example:

https://XXXXXXXX.execute—api.us—east-1.amazonaws.com/webhook

6. Click the Test Connection button. You need to have a successful connection test before proceeding to
the channel configuration.

7. Click Configure Channels once your Connection Test displays Success.

8. Select the Channels and Events you want to receive notifications for from the list of available options.
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Configure Channels and Events

v [] All Events
v [[] Zone Events
[ Failover Events
[C] DNSSEC Events
v [[] Zone Transfer Events
[ Successful Zone Transfer
[] Failed Zone Transfer
v [[] Authentication Events
[J Successful Logins
[] Failed Logins
v [] All Changes
[(J] Domain Changes Sample
[J Record Changes Sample

Figure 6 UltraDNS Portal - Configure Channels and Events

9. Review and Save your webhook configuration.

10. Make sure your new configuration is set to Enabled to begin receiving notifications.

VERCAR

Review >>

The UltraDNS service is now configured to send notifications to your AWS Lambda function. At any
time, you can test the connection or turn the notifications off through the UltraDNS Portal

interface.
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